AppScopes: Fine-grained Access Control for App
Collaboration on Android

Sanket Goutam
Stony Brook University

Abstract—Android’s application ecosystem increasingly relies
on cross-app collaboration, yet the mechanisms that enable these
interactions remain poorly understood and weakly controlled.
Applications discover other apps through package visibility decla-
rations and interact with them through embedded SDKs, such as
social login libraries, enterprise management platforms, and ana-
lytics frameworks. While recent platform changes restrict broad
app discovery, they do not address how applications exercise con-
trol once targets are known. In practice, SDK-mediated interac-
tions operate under coarse, credential-based authority (e.g., API
keys or license tokens) that is opaque to the Android framework
and not scoped to specific targets.

In this paper, we present a systematic study of Android’s app-
collaboration layer, decomposing it into two components: discov-
ery (which apps can be identified) and control (how apps can act
on others). An analysis of 9,539 popular Play Store applications
reveals widespread overbroad discovery patterns, including apps
querying large sets of unrelated targets. We further show that
widely deployed SDKSs adopt coarse-grained privilege models that
lack per-target access control, enabling unintended or excessive
cross-app interactions.

Motivated by these observations, we propose AppScopes, a
fine-grained access control framework that introduces collabo-
ration scopes as a first-class primitive for governing cross-app
interactions. AppScopes requires applications to declare their
functional collaboration domains and enforces access based on
the intersection of these declarations, mediating both discovery
and control. We implement a prototype using the Samsung
Knox platform and evaluate it across three device generations.
Our results show that AppScopes introduces minimal overhead;
=230 pus per call on recent hardware and ~(0.2 ms on seven-year-old
devices with a negligible memory footprint (28 bytes per wrapper)
demonstrate the practicality of enforcing function-driven access
control for cross-app collaboration.

Keywords—Android security, App collaboration, App intents,
App permissions, Access Control.

I. INTRODUCTION

Modern Android applications rarely operate in isolation.
They routinely discover other installed apps, communicate
through the Intent framework, and rely on embedded SDKs to
enable cross-app functionality such as authentication, device
management, and data sharing. While these mechanisms are
essential for building rich application ecosystems, they collec-
tively introduce a form of ambient authority: once an applica-
tion satisfies coarse conditions (such as declaring a manifest
entry or holding an SDK license), it can interact with other
apps without further platform-level mediation. These interac-
tions are largely invisible to users and weakly constrained by
the Android security model [1].
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Historically, Android imposed few restrictions on app dis-
covery. Prior to Android 11, any application could enumerate
all installed packages via PackageManager APIs without
requiring explicit permission [2]. In response, Google intro-
duced package visibility restrictions through the <queries>
mechanism [3], requiring developers to declare intended dis-
covery targets explicitly. While this change reduced unre-
stricted enumeration, it did not eliminate overbroad visibility.
Applications can still declare large sets of specific package
names, effectively reconstructing a detailed view of the user’s
installed software. In practice, this mechanism enables profil-
ing behaviors that are disproportionate to an app’s functional-
ity, without triggering any sensitive permission checks [4].

Beyond discovery, SDK-mediated collaboration introduces
a more opaque and less regulated control channel. Rather than
relying solely on platform-mediated IPC, many SDKs embed
privileged logic within host applications. As a result, authority
is delegated through external credentials such as license keys,
API tokens, or backend validation, rather than through An-
droid’s permission system. This design enables powerful cross-
app capabilities but removes them from OS-level visibility and
enforcement. Prior work has shown that such SDKs frequently
operate with excessive privilege [5], and recent disclosures —
ranging from enterprise SDK supply-chain attacks [6, 7] to
intent-redirection vulnerabilities that expose cross-app flows at
scale [8] — illustrate real-world consequences. In each case,
the Android framework remains unaware of how authority is
exercised across applications.

In this work, we present a systematic study of Android’s
app-collaboration layer as a unified attack surface, structured
around two components: discovery (how applications identify
one another) and control (how authority is exercised once con-
nected). For the discovery layer, we statically analyze 9,539
popular Play Store applications and recover 19,193 queried
package names, identifying 53 apps whose discovery behavior
is inconsistent with their stated functionality. For the control
layer, we analyze representative collaboration SDKs and find
that they consistently adopt coarse-grained, credential-based
access models that are not scoped or enforced by the Android
platform.

Motivated by these findings, we propose AppScopes, a fine-
grained access control framework that introduces collaboration
scopes as an explicit abstraction for governing inter-app inter-
actions. Applications declare their participation in functional
domains via manifest metadata, and the system permits inter-
action only when participating apps share at least one common
scope. This model enforces mutual consent at both the discov-
ery and control stages, restoring platform-level visibility and
enabling principled enforcement of cross-app communication.



We implement a prototype of AppScopes using the Sam-
sung Knox platform, which provides a close approximation of
framework-level control through its privileged APIs. Evaluat-
ing across three Samsung device generations, we show that
AppScopes incurs minimal overhead: per-call latency increases
by /30 us on recent hardware and ~0.2 ms on seven-year-old
devices, with a negligible memory footprint.

Contributions. This paper makes the following contributions:

e  We conduct a large-scale empirical study of Android’s
discovery layer, revealing widespread overbroad query
behavior across popular applications (§1II).

e  We characterize the access control models of widely
deployed collaboration SDKs, showing that they rely
on opaque, credential-based mechanisms that bypass
OS-level enforcement (§I11).

e We design, implement, and evaluate AppScopes, a
scope-based mediation framework that enforces fine-
grained, auditable, and function-driven control over
cross-app interactions (§V, §VII).

II. BACKGROUND

Android applications execute in a strongly sandboxed envi-
ronment: each installed package runs in its own process and is
assigned a distinct Linux user identifier (UID) at install time,
and sensitive resources are exposed only through user-granted
permissions and framework APIs. Process isolation, UID-
based access control, and platform hardening (e.g., SELinux
and the Android Runtime) together form the baseline app
sandbox that underpins Android’s security model [1, 9, 10].

To enable collaboration between sandboxed apps, Android
exposes OS-mediated IPC primitives (such as the Intent frame-
work, Binder RPCs, Content Providers, and package-manager
APIs) that let apps discover other installed apps, invoke func-
tionality, and share data. These primitives are visible to and
mediated by the platform, meaning that the OS resolves app in-
tents, enforces exported-component and provider permissions,
and controls which packages an app can query or enumerate.

Over the last decade SDK-mediated collaboration has
grown alongside platform APIs. Rather than routing inter-
actions through platform IPC channels alone, many apps
started embedding first-party and third-party SDKs directly in
their process. The SDK runs with its host app’s privileges,
implements its own discovery and authorization semantics
(API keys, OAuth tokens, licensing), and can enable cross-
application functionality that the OS cannot directly observe
or mediate.

OS-mediated discovery and IPC. The platform primitives pro-
vide two essential capabilities. First, discovery: the ability for
an app to learn about other installed apps (such as package
visibility, intent resolution). Second, controlled interaction: the
ability to invoke another app’s component (explicit and implicit
intents), bind to long-lived services (Binder/AIDL), or access
provider-backed structured data (Content Providers). Because
these channels are mediated by the OS, permission checks,
visibility filters, and exported-component constraints can limit
and audit cross-app flows.

Recent platform changes have narrowed some of the
discovery surface. For example, Android 11 (API 30) in-

troduced package-visibility filtering, forcing apps to de-
clare explicit <queries> or to request the restricted
QUERY_ALL_PACKAGES permission to enumerate other apps
[3]. These changes reduce unbounded enumeration but do not
change the fact that OS-mediated IPC remains the visible,
auditable channel that the original permission model was built
around.

SDK-mediated collaboration. The use of app-centric SDKs
shifts discovery and control into application space. A broad
and representative set of collaboration SDKs is available to
developers today, including:

e Google Play services and platform SDKs that offer
identity, location, and cross-app APIs.

e  Enterprise mobility and MDM SDKs (e.g., Samsung
Knox) that can configure devices and manage appli-
cations via privileged APIs.

e  Social and single-sign-on SDKs that broker authenti-
cation and token exchange across integrating apps.

e Health and sensor-data SDKs (e.g., Health Connect)
that aggregate physiological signals from users’ de-
vices (including wearables) and expose derived met-
rics to multiple clients.

e  Advertising and analytics SDKSs that collect telemetry
and enable cross-app profiling and targeting.

Because these SDKs execute inside host apps, they inherit
the app’s permissions and can implement cross-app sharing
semantics that remain opaque to the OS. An SDK-mediated
exchange between two apps therefore appears to the platform
as two apps independently interacting with their embedded
SDK code rather than as an auditable channel of data flow
between the apps themselves. While this architecture enables
flexible integration, it also creates the potential for undisclosed
user-data collection and sharing.

Android recognised this emerging mismatch and proposed
the Privacy Sandbox SDK Runtime, a dedicated runtime in-
tended to sandbox third-party SDKs and grant them explic-
itly scoped data-access and permission semantics in order to
restore platform-level safeguards [11]. Despite plans to intro-
duce the SDK Runtime with Android 13, the proposal was
deprecated in October 2025 after developer pushback about
increased friction and limited privacy benefits [11, 12]. Without
a platform-enforced SDK runtime, many SDK-mediated flows
remain outside the OS’s direct control.

Problem Statement. The migration from an OS-centric IPC
model to an SDK-centric collaboration model undermines a
core assumption of Android’s permission architecture: that
cross-app communication occurs over platform-mediated chan-
nels which the OS can observe and constrain. With the SDK
Runtime no longer on the platform roadmap, privileges and
authorization semantics have fully migrated to the application
layer, where the platform cannot reliably enumerate partici-
pants, scope authority at a per-target level, or enforce policy
decisions.

To reason about these risks we propose a simple taxonomy:
app discovery mechanisms (how an app finds other software
on the device) and app control mechanisms (which confer op-
erational authority, such as device-management APIs, identity



tokens, or health-data scopes). SDKs can participate in both
layers, often broadening discovery and centralising control in
ways that evade OS visibility. We substantiate these claims
through a case study in §III.

III. CASE STUDY: APP COLLABORATION IN THE WILD

To illustrate the privacy implications of both layers identi-
fied in §II, we conduct a case study of cross-app collaboration
in the wild. We study the discovery layer quantitatively through
a large-scale analysis of manifest-based package-visibility dec-
larations across 9,539 popular Play Store apps, characterising
cross-app discovery behaviour by category and identifying
apps querying well beyond the scope of their stated func-
tionality. Because SDK-mediated mechanisms operate inside
application code and resist tractable static analysis, we study
the control layer qualitatively by examining the access-control
models of representative collaboration SDKs.

Prior work by Gagel et al. shed some light on this issue
while restricting themselves to only the top 2,000 Google Play
apps [13]. They found 21.6% of apps in their dataset to exploit
package visibility loophole to access user’s installed apps. We
extend their analysis to more broadly cover and categorize
the behavior seen across apps from different regions and cat-
egories.

A. Dataset and Methodology

We assembled a corpus of 9,539 APKs by combining top-
ranked apps in each Play Store category, top apps from ten
large geographic regions (US, India, Japan, Indonesia, Brazil,
Canada, Australia, UK, Mexico, China), and keyword-driven
search results. We limited the study to free apps with publicly
available APKs indexed by AndroZoo [14], spanning a collec-
tion period over 5 months until July 2025. Our entire pipeline
for data collection and analysis is shown in Figure 1.

Each APK was statically analyzed with apktool to decode
the AndroidManifest.xml and extract any <queries> decla-
rations (Figure 1). We focus on manifest-encoded discovery
because it is explicit and tractable via static analysis; SDK-
mediated discovery typically occurs inside application code
and is substantially harder to recover.

Our analysis identifies two sets: querying apps («), which
declare one or more package names in <queries>, and the
union of referenced package names (3). We write o — [ for
the querying relation (“« queries /3”). From the corpus of 9,539
apps we find 4,786 querying apps in « and 19,193 distinct
package names in (; 185 apps in « request the restricted
QUERY_ALL_PACKAGES permission.

To characterize category-level behavior we map Play Store
categories into 13 broad groups (for example, “Fitness” and
“Medical” are grouped as “Health”). Classifying package
names in [ is challenging because many are not present in
Play Store. We therefore apply a three-stage classification:
(1) Play Store lookup, (2) keyword-based filtering on package
names (for example, package names containing substrings like
“media”), and (3) LLM-assisted classification (using the Llama
3.1 8B model) with web search (via the DuckDuckGo API)
for remaining unknowns. Table II summarizes dataset statistics
and classification coverage.

B. Characterizing Package Discovery

Figure 3 shows how querying apps (o) and queried pack-
ages () are distributed across the 13 categories. Two patterns
are noticeable in the left half of the figure. First, most query
edges (o — f) terminate in a small set of popular categories
such as social and travel apps. Second, a few categories (no-
tably finance) are queried heavily but from only a handful of a-
side apps. The first pattern reflects targeted discovery of well-
known packages for a genuine use case; the second suggests
broad reconnaissance of niche or regional packages — for
instance, a gaming app profiling users based on the banking
apps they use.

Figure 2 shows a heavy-tailed distribution of manifest
queries: 309 apps declare more than 30 packages, roughly
150 apps declare more than 50, and a single app lists over
7,000 package names. In total, 16% of apps in the corpus de-
clare more than ten packages. These observations indicate that
manifest-based discovery is both widespread and capable of
producing high-fidelity signals about which software is present
on a device.

To identify potentially anomalous behavior we implement
three complementary heuristics (H1-H3), apply them to the set
of querying apps, and manually review every flagged app by
examining its queried package list, Play Store description, and
declared permissions to determine whether the queries have
a plausible functional justification. Using this procedure we
identify 53 applications with suspicious or unexplained query
lists; Table I summarizes representative patterns. The full list
of flagged apps and per-heuristic triggers is released alongside
this paper to support reproducibility.

H1  Category-level deviation. For each category of apps
in a we compute the baseline distribution of queried
categories in § — i.e., for an app in « of category X,
the likelihood of querying a 3-side app of category Y.
Any app whose per-category query distribution visibly
deviates from this baseline is forwarded to manual re-
view, since such deviations suggest discovery behavior
outside the norm for its category.

H2  Cross-risk querying. We classify categories along
a risk spectrum based on the sensitivity of the data
they typically handle: finance, banking, health, and
identity/wallet apps are treated as high-risk, whereas
gaming, news, and messaging apps are treated as low-
risk. We flag any querying app whose (-side targets
contain more than 10% high-risk apps.

H3  Volume-based outliers. We flag any app that declares
more than 30 packages in its <queries> block, the
point at which the query distribution (Figure 2) visibly
transitions into the tail.

C. Characterizing SDK-Mediated Collaboration

Beyond the discovery layer, SDK-mediated collabora-
tion grants integrating apps operational authority over other
apps and user data through access-control models that are
entirely opaque to the Android framework. Rather than
routing cross-app authority through platform APIs (e.g.,
PackageManager, declared intents), SDKs embed propri-
etary privilege mechanisms and backend-assisted coordination.
Each host app embeds its own copy of the SDK and executes
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Reverse Engineering Pipeline

Our app analysis pipeline for investigating the package-manager-based app discovery mechanism used in the wild. We identify sets of popular Google

Play Store apps («) that attempt to discover the presence of a set of queried apps (3) on the user’s device, and characterize the querying relation o — .

TABLE 1. REPRESENTATIVE APPS WITH SUSPICIOUS QUERY PATTERNS FLAGGED BY H1-H3. FOR EACH TARGETED DOMAIN, WE NOTE A LEGITIMATE
RATIONALE AND A CONCRETE ANOMALOUS EXAMPLE FROM OUR CORPUS.
Targeted App Count Reasoning and Example
Domain
Crypto/Stock 25 Legitimate: Portfolio aggregators or tax apps may need to discover trading apps to import data.
Trading Anomalous: MiChat (Messaging App) queries 5 crypto/stock apps. Messaging apps have no clear reason to map a user’s financial portfolio.
Finance/Banking 23 Legitimate: Budgeting or e-commerce apps may check for digital wallets or bank apps to enable payments.
Anomalous: eWeather HDF (Weather App) queries 153 banking/micro-loan apps. Weather apps do not require knowledge of a user’s financial apps,
suggesting profiling.
Root/Emulator 14 Legitimate: Security-sensitive apps (banking, DRM, MDM) may check for root/emulator status to protect data.
Detection Anomalous: Breaking News (News App) queries 8 root/superuser apps. News readers have no valid reason to check device integrity.
Debug/Beta 16 Legitimate: Developer tools or bug bounty platforms may look for debug/test builds for integration or testing.
SDKs Anomalous: Ullu (Video Streaming App) queries debug versions of popular apps (e.g., Truecaller), likely to fingerprint developer devices or probe
for exploits.
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Fig. 2. Heavy-tailed distribution of packages declared per app in

<queries>. 309 apps in o query more than 30 packages; a single outlier
lists over 7,000.

it under its own UID, so cross-app “collaboration” is emulated
through backend aggregation and shared identifiers rather than
direct OS-mediated interaction — effectively shifting the trust
boundary away from the device and into remote infrastructure.

Enterprise mobility SDKs (e.g., Samsung Knox [15]) exem-
plify this pattern in its most extreme form: an OEM-issued li-
cense authorises enumeration and control of every installed app
via privileged APIs, with users granting only coarse device-
administration consent. Identity and social SDKs (Facebook
SDK [16], Sign in with Google [17]) mediate authority through
OAuth tokens and intent probing; advertising and analytics
SDKSs (Google Mobile Ads [18], Firebase Analytics [19]) re-
construct a logical cross-app layer through shared backend
services; and even privacy-oriented frameworks such as Health
Connect [20] mediate data access through SDK interfaces

Fig. 3. Category distribution of querying apps («, right) and queried package
names (3, left).

rather than explicit IPC channels. Across categories, cross-app
authority flows through SDK-internal credentials and shared
backend infrastructure that the OS cannot enumerate or con-
strain. Prior work has explored SDK isolation and runtime
monitoring to close this gap [5, 11], but adoption has been
limited [12].

IV. THREAT MODEL

As established in §II, Android’s permission model as-
sumes cross-app interactions occur over OS-mediated chan-
nels, where the platform can apply permission checks and audit
trails. SDK-mediated collaboration violates this assumption:
an SDK executing inside a host app inherits its UID and
Binder credentials, while cross-app authority flows through
application-layer credentials (license keys, OAuth tokens, API



keys) that the OS cannot enumerate or constrain. The threat
model below characterizes who can exploit this gap and how.

Adversary model. We model a compliant but opportunistic
adversary: an app or embedded SDK distributed through the
Google Play Store that abuses the structural gap above to
exceed the authority implied by its stated functionality. This
adversary differs from a traditional malware author in three
respects: it passes the app-store review, operates inside a le-
gitimately installed process, and exploits permitted SDK APIs
rather than OS vulnerabilities.

We exclude adversaries who (i) compromise the An-
droid kernel or firmware, (ii) tamper with the app-installation
pipeline, or (iii) subvert the SDK vendor’s own backend in-
frastructure. Such attacks require OS-level or supply-chain de-
fenses beyond the scope of an application-layer access control
framework.

We identify two threat surfaces corresponding to the dis-
covery and control layers of §II.

T1  Discovery-layer reconnaissance and user profiling.
The <queries> manifest element permits enu-
meration of installed packages without platform-
imposed limits. Aggregating such visibility yields
high-fidelity fingerprints (for example, presence of fi-
nance, health, or religious apps) without requesting
sensitive permissions. In our study (§III) we observed
a weather app querying 153 banking apps, a mes-
saging app querying five cryptocurrency apps, and a
single app listing over 7,000 package names. With
QUERY_ALL_PACKAGES, an adversary can refresh
and correlate these fingerprints against backend pro-
files silently, leaving no OS audit trail.

T2  Control-layer exploitation of overprivileged SDK ac-
cess.
Device-management abuse. Enterprise mobility SDKs
(e.g., Samsung Knox) grant licensed hosts power-
ful device-management capabilities (force-stop, wipe,
uninstall) via OEM-issued license keys; the Android
framework does not represent the intended manage-
ment scope, creating tangible organizational risks as
evidenced in prior supply-chain attacks [6].
Cross-app data harvesting. Once such cross-app au-
thority is held, the same credentials can be turned
against other installed apps to enumerate, inspect, or
exfiltrate their data. CISA’s Stryker advisory docu-
ments this at scale: adversaries abused Microsoft In-
tune’s management APIs to inventory and exfiltrate
data from applications across managed endpoints,
leaving no OS-level audit trail [7]. Because the au-
thority flowed through SDK credentials rather than
platform permissions, Android had no basis on which
to mediate or audit the access.

Scope and Assumptions. AppScopes addresses T1 and T2 as
an additional authorization layer on top of Android’s existing
permission model. Within T2, we target overreach that crosses
UID boundaries: a host application (or an SDK running under
its UID) exercising authority over other installed apps. Same-
UID concerns such as a library harvesting data from its own
host (e.g., OneAudience [21]) are the complementary target
of process-level SDK isolation [5, 22] and fall outside our

scope. AppScopes likewise does not protect apps that decline
to declare scopes: a legacy or hostile app that does not opt
in remains outside the control plane, though Android’s exist-
ing sandboxing continues to prevent it from affecting other
installed apps.

Two assumptions underpin enforcement. First, honest
manifest declarations: participating apps declare their col-
laboration scopes faithfully; a non-opting app is outside the
control plane by construction, and closing that gap requires
app-store or OS-level policy enforcement. Second, trusted
installer: manifest metadata is trusted as delivered by the in-
staller; a production deployment requiring stronger guarantees
would sign scope declarations under a platform key (§V-B).

V. APPSCOPES

We propose AppScopes, a permission control mechanism
that enables declarative and policy-driven inter-app collabo-
ration based on functional grouping. In contrast to existing
Android mechanisms, where inter-app interactions are medi-
ated either through coarse-grained permissions or implicit IPC
channels, AppScopes introduces an explicit declaration model
in which applications specify a collaboration ID representing
a well-defined functional domain. Applications that implement
related functionality may opt into the same identifier, thereby
signaling their intent to participate in a shared interaction
context.

This model is analogous to group-based access control
primitives such as Unix supplementary groups: scopes act as
capabilities that a caller and a target must mutually hold for
any interaction to proceed, rather than privileges that either
party can unilaterally grant itself. By mapping applications into
logically isolated functional domains, AppScopes enables the
operating system to enforce fine-grained interaction policies
based on functional necessity rather than broad privileges. Par-
ticipation in a given scope is explicitly declared and mediated
by the platform, ensuring that inter-application communication
occurs only among mutually consenting members of the same
functional group.

A. Design Goals

Our measurement study in §III highlights three fundamen-
tal limitations of app collaboration. We restate them here as
findings (F1-F3) and map each to a corresponding design goal
(G1-G3) that informs AppScopes.

o F1 = GI: Deterministic app interactions. Our study
found that apps routinely attempt to discover peers
well beyond their stated functionality, with no limit
on the breadth of a <queries> declaration (§III).
AppScopes must ensure that discovering the presence
of other installed apps must be deterministic and
bounded.

o F2 = G2: Platform-mediated access. Today, cross-
app authority flows through credential-based mecha-
nisms (license keys, OAuth tokens, API keys) that the
OS cannot observe or constrain; the “intent redirec-
tion vulnerability” recently disclosed by Microsoft Re-
search exemplifies this gap, enabling SDK-mediated
flows between apps without platform mediation [8].
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AppScopes must re-anchor every cross-app authoriza-
tion decision in a check the platform owns, so that
enforcement and auditing do not depend on SDK-
internal logic. Exposing this mediation surface to end
users via a revocation Ul is compatible with, but or-
thogonal to, this work.

e F3 = G3: Fine-grained and auditable policy. All
collaboration SDKs today authorize through opaque
mechanisms (license keys, API tokens, signed app
identities) whose decisions are masked to the OS and
third-party auditors. We posit that a declarative policy
specification is necessary that allows auditors and app
stores to statically extract from an APK and verify
against the app’s observed behavior.

B. Architecture Overview

Recall from §II that Android attributes every cross-app
interaction to the calling application’s UID, regardless of
whether the action originates in first-party code or an embed-
ded SDK [23]. Enforcement is therefore limited to the permis-
sions granted to that UID, with no visibility into the functional
context driving the interaction. This abstraction gap is what
AppScopes closes: the framework validates requests by caller
identity, but has no basis on which to ask whether the purpose
of the request is consistent with either party’s declared role.

To address this limitation, we introduce functional intent as
a first-class objective with AppScopes. Specifically, we iden-
tify that there exists a disconnect between the functional re-
quirements that motivate inter-app interactions and the coarse-
grained permission model used to authorize them. Our system,
AppScopes, bridges this gap by introducing an explicit declara-
tion of collaboration intent at the application level using app’s
manifest files. Under this model, applications must declare the
functional domains in which they intend to participate (e.g.,
gaming, finance, health), and the system enforces interaction
policies based on these declarations.

In its envisioned platform-integrated form, AppScopes in-
troduces a mediation layer that intercepts and regulates cross-
app IPC, organizing applications into logically isolated groups
defined by shared functional identifiers. Our prototype (§VI)
realizes this layer at the SDK-wrapper level for Knox; a full
AOSP integration is deferred to future work. Applications
within the same group are permitted to interact using standard
IPC mechanisms, while interactions across groups are denied
by default unless explicitly authorized. For example, a gaming

Manifest declaration (simplified)
<meta-data
android:name="com.example.appscopes.<
COLLABORATION_ID>"
android:value="group-1,group-2" />
’olicy enforcement (simp fied)
Set<String> callerScopes = getScopes(callerPkg);
Set<String> targetScopes = getScopes (targetPkg);

Set<String> intersection = new HashSet<>(
callerScopes);
intersection.retainAll (targetScopes) ;

if (intersection.isEmpty()) {
throw new SecurityException ("AppScopes: access
denied");

}

srward to underlying C
invokePrivilegedOperation (targetPkg) ;

Fig. 5. AppScopes policy model. <COLLABORATION_ID> is a developer-
declared identifier representing a functional group. Access is granted only if
the caller and target share at least one collaboration ID, computed via set
intersection.

application that requires access to financial services for in-
app purchases must declare this functionality in its manifest,
making the interaction visible to the framework. The system
can then permit controlled communication between the gaming
and finance domains. In the absence of such a declaration,
cross-domain interactions are blocked, enforcing a default-
deny policy.

The AppScopes architecture (Figure 4) is centered around
a single abstraction, the collaboration ID-based scoping, and
two enforcement mechanisms that regulate cross-application
interaction at both discovery and control stages.

A collaboration ID is a developer-declared, set-valued iden-
tifier attached to an application via Android manifest. Unlike
traditional single-valued labels, scopes are inherently compo-
sitional: an application may belong to multiple functional do-
mains simultaneously (e.g., enterprise management and health
data sharing) based on its functional requirements. The core
authorization primitive then is to simply compute a set inter-
section over the defined scopes. Given a caller ¢ and a target t,
interaction is permitted only if their declared scope sets over-
lap, i.e., scope(c) N scope(t) # @. This ensures that apps col-
laborate over mutual consent — neither the caller nor the target
can unilaterally establish a communication channel without ex-
plicitly sharing membership in at least one collaboration group.

Permission enforcement (G1,G2). AppScopes enforces this
model through two independent enforcement layers. The
first layer regulates app discovery. Rather than allowing
unrestricted visibility via QUERY_ALL_PACKAGES,
applications declare a specific intent action (e.g.,
ACTION_COLLABORATOR) within a <queries> block.
Only applications that explicitly expose a matching
intent-filter are discoverable, ensuring that visibility
is restricted to opt-in participants. As scope metadata is
co-declared with the intent filter, the set of discoverable
applications is inherently bounded by those that have explicitly
joined the collaboration group.

The second layer governs app control. All privileged SDK
interactions are routed through a lightweight policy wrapper
that mediates access before invoking the underlying frame-
work APIL. At runtime, the wrapper retrieves the collaboration



scopes of both the caller and the target via the PackageMan-
ager, computes their intersection, and denies the request if no
common scope exists. These two layers operate orthogonally
i.e.,, even if a caller learns about a target through an external
channel, it cannot exercise control unless the scope condition is
satisfied. Conversely, undiscoverable apps remain inaccessible
regardless of scope alignment.

Integration with Android. AppScopes is designed to integrate
directly with Android’s existing security mechanisms rather
than replace them. Platform-level enforcement, including sig-
nature permissions, SELinux isolation, and package visibil-
ity filtering, remains intact. The scope check acts as an ad-
ditional constraint layered above existing app authorization
mechanisms, such as license validation, API key verification,
or app certificate validation. Because AppScopes mediates in-
teractions between app UIDs, SDKs embedded within a host
application inherit that host’s scope set; harvesting that occurs
inside a single UID (e.g., an analytics SDK exfiltrating host
data) falls outside this layer and is the complementary target
of process-level SDK isolation [5].

Auditability (G3). Finally, the declarative nature of collabora-
tion scopes enables auditability. Because scopes are explicitly
defined in application manifests, the effective collaboration
graph can be reconstructed through static analysis without
inspecting runtime behavior or reverse engineering embedded
SDKs. This improves transparency for app store reviewers,
enterprise administrators, and end users, enabling systematic
reasoning about cross-application interactions.

VI. IMPLEMENTATION

We implement AppScopes as a Java library,
AppScopesPolicy, positioned between a privileged
(superuser) application and the Samsung Knox Application
Policy interface. Our prototype is designed to approximate a
framework-level deployment as closely as possible without
modifying the Android Open Source Project (AOSP). OEM-
provided enterprise SDKs such as Samsung Knox SDK [15]
expose privileged device management APIs that operate
with elevated authority, making them a suitable substrate for
prototyping enforcement mechanisms that would otherwise
require framework integration.

Design rationale. Knox provides a practical approximation
of framework-level control: applications provisioned with a
valid license can exercise system-wide authority over other
apps via Binder-backed APIs. By interposing on these APIs,
our implementation emulates how AppScopes would operate
if integrated directly within the Android framework. This al-
lows us to evaluate enforcement logic, performance overhead,
and compatibility on commodity devices without requiring OS
modifications.

Scope declarations and integration. Participating applications
declare their collaboration scopes as manifest metadata and opt
into discovery via a dedicated intent filter as shown in Figure 5.
The superuser application additionally declares a constrained
<queries> block to limit visibility to scope-aware partici-
pants. This mirrors how AppScopes would integrate with ex-
isting Android package visibility and IPC mechanisms.

Limitations. As a library-level prototype, our implementation
inherits limitations of the underlying SDK model. In particu-
lar, scope declarations are not cryptographically bound to the

TABLE II. DATASET SNAPSHOT FOR THE PACKAGE-DISCOVERY

ANALYSIS.
Description Count
Total APKs analysed 9,539
Apps declaring <queries> (a) 4,786
Apps in « that request QUERY_ALL_PACKAGES 185
Unique package names referenced (/3) 19,193
Packages in 8 not found on Play Store 11,678
Packages classified by keyword filtering 8,140
Packages classified using LLM+web search 3,509
Remaining unclassified packages 29

platform, and enforcement can be bypassed by applications
that directly invoke Knox APIs outside our wrapper. These
limitations stem from the lack of control over the framework
and Binder entry points. A production deployment would re-
quire integrating AppScopes into core system services (e.g.,
PackageManagerService) or into OEM-managed Binder
stubs to ensure mandatory enforcement.

Despite this, we select Knox as our implementation target
because it represents an extreme case of SDK-mediated au-
thority, where a single credential enables unrestricted cross-
application control. This makes it an ideal testbed for evaluat-
ing AppScopes under maximal privilege conditions. However,
the underlying design generalizes beyond enterprise SDKs.
The same abstraction of scope-based mediation can be applied
to other SDK categories, including social, analytics, and health
frameworks, by interposing on their respective IPC or data ac-
cess pathways. Ultimately, a complete realization of our system
would reside within the Android framework itself, eliminating
the need for per-SDK wrappers and ensuring uniform enforce-
ment across all forms of cross-application interaction.

VII. EVALUATION

We designed our evaluation to assess the practicality of our
framework for real-world deployment. We first evaluate how
adopting AppScopes affects the performance of an application
in the form of additional latency for the authorization checks.
We also evaluate the memory footprint needed for the addi-
tional package information validation.

Setup. Because our prototype is built on the Samsung Knox
SDK, we are restricted to Knox-compatible hardware; we
use a Samsung Galaxy Tab S6 (2019), Samsung Galaxy S25
(2025), and Samsung Galaxy S26+ (2026), spanning three
platform generations across seven years of Samsung silicon.
The AppScopes wrapper itself performs a constant-time set
intersection over small scope sets, so we expect the overhead
characterisation to generalise beyond Samsung devices; con-
firming this, however, requires a vendor-neutral framework-
level deployment that we leave to future work.

Demo apps. On each device we install a Knox-licensed supe-
ruser app [15] alongside six dummy applications representing
common categories (entertainment, banking, social, and so
on). The Knox license grants the superuser app the ability to
dump application info, force-stop, or uninstall any other app
on the device. We assign each dummy app into one of four
collaboration scopes (group—1 through group-4) and enroll
the superuser app into a subset of these groups, mimicking a
narrowly scoped access-control model over the representative
set of apps.
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Fig. 6. Violin plots of total API call latency as observed on the three test
devices. Each plot shows p1-p99 latency distribution.

Benchmarking AppScopes. To benchmark our prototype, we
develop an evaluation harness that invokes a target API N =
1,000 times and records the per-invocation latency. To isolate
framework cost from JIT warm-up, we clip the top 1% of
each distribution before reporting medians. For the baseline
measurement we run the same API invocations directly against
the Knox binder, bypassing the AppScopes layer.

We benchmark two APIs that are representative of the
app discovery and app control taxonomy identified earlier.
getApplicationStateList is a Knox API that returns
the list of other installed apps on the device (discovery).
getPackageInfo is provided by the PackageManagerSer-
vice and returns detailed information about a requested pack-
age (control).

Figure 6 compares the observed latency for app discov-
ery and app control under direct invocation (baseline) and
through our AppScopes wrapper. For authorized callers, App-
Scopes adds ~30pus per call on the S25 and S26+, and
~200ps (0.2ms) on the older Tab S6, across both APIs —
a constant cost dominated by a single PackageManager
metadata lookup and a two-set intersection over small scope
sets. For unauthorized callers the latency is marginally
higher due to audit logging for the rejected request; for
getApplicationStateList, AppScopes short-circuits
to an empty list. Figure 7 plots the empirical CDF of authorized
versus unauthorized calls across the three devices, confirming
that the two distributions remain separated by only tens of
microseconds.

Memory footprint. We also measure the steady-state memory
cost of an AppScopesPolicy instance by allocating 10,000
wrappers after a forced Runtime.gc () and dividing the
resulting heap delta by the allocation count.

Across all three devices an AppScopesPolicy wrapper
costs approximately 28 bytes of managed heap and zero native
memory — a footprint lighter than a short Java String. A
device-management process holding 1,000 concurrent wrap-
pers (one per managed app) pays under 30 KB of total over-
head, which we characterise as negligible for any production
deployment.

Security enforcement. Beyond measuring cost, we verify
that AppScopes enforces the properties motivated by our
threat model. When the superuser app shares no scope
with a target, calls to getApplicationStateList omit
the target from the returned list, rendering it invisible at
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Fig. 7. Empirical CDF of total latency observed for getPackageInfo
across the three devices for N = 1000 calls.

the discovery layer (mitigating T1); privileged operations
such as getPackageInfo and uninstallPackage raise
SecurityException before reaching the Knox binder
(mitigating T2). For correctly scoped pairs the wrapper is
transparent and preserves baseline semantics. We confirmed
this across all six dummy apps on each device.

Package visibility minimisation. Beyond the policy-layer
check, AppScopes tightens the discovery layer by re-
placing the superuser’s QUERY_ALL_PACKAGES declara-
tion with a targeted <queries> block scoped to the
ACTION_COLLABORATOR intent. On each of our devices this
change reduces the number of packages enumerable by the
superuser from the full system package list (> 300 packages
on a typical device) to exactly those apps that declare the
reciprocal intent filter — six dummy apps in our deployment.
Other user apps are not visible to the superuser app.

VIII. DISCUSSION

Framework-level deployment. Our prototype interposes on
Knox APIs at the library level. An app invoking Knox
APIs directly can bypass AppScopes’s enforcement. Manda-
tory enforcement would require integrating scope checks into
PackageManagerService and the relevant Binder stubs
— an engineering and OEM-adoption challenge rather than a
conceptual one. We leave a full AOSP-integrated prototype,
together with a Settings-level revocation UI that exposes the
scope graph to end users, as future work.

Static analysis does not resolve intent. Our case study is
grounded in manifest-declared <queries> entries, which are
explicit and tractable statically. However, a query is not itself
evidence of malicious intent — it may reflect a legitimate inter-
operability need, a bundled third-party SDK, or opportunistic
reconnaissance. The 53 apps we flag are implausible given
their stated functionality, not confirmed as policy violations.
Resolving intent would require dynamic instrumentation or
source-code analysis, neither of which is possible at scale. We
consider it outside the scope of this work.

Off-device data aggregation. AppScopes governs on-device
inter-app interactions. It does not prevent an app from trans-
mitting legitimately collected data to a cloud backend, where
cross-app profiles may be constructed at scale. That said, by
restricting which on-device apps a privileged app can observe,
AppScopes reduces the fidelity of the device-side signal before
it leaves the device. Addressing off-device aggregation fully
requires complementary mechanisms such as differential pri-
vacy at the SDK boundary, data-flow labelling, or regulatory



constraints, which are all orthogonal to and compatible with
our scope-based model.

Deployment incentives. A scope-based model is compati-
ble with incremental rollout. Non-opting apps retain cur-
rent behaviour, so adoption does not require immedi-
ate migration. Platform operators can reuse the exist-
ing PackageManagerService permission-check path and
manifest tooling. Application developers gain reduced attack
surface from other apps at negligible runtime cost (§VII). This
incremental path mirrors how the <queries> mechanism
itself was deployed in Android 11.

IX. RELATED WORK

Third-party library isolation. Prior work has extensively stud-
ied the security risks of third-party SDKs [24, 25, 26, 27,
28], particularly the problem of cross-library data harvesting
(XLDH), where embedded libraries access and aggregate sen-
sitive data across application boundaries [5]. Because SDKs
execute within the host application’s process and inherit its
permissions, they effectively bypass privilege separation, en-
abling unrestricted access to sensitive resources. To mitigate
this, systems such as AdSplit and FlexDroid propose isolating
advertising and third-party libraries into separate processes
with restricted permissions [26, 27].

App compartmentalization. Beyond library-level isolation, re-
search has explored application-level compartmentalization to
enforce least privilege within Android apps [29, 30, 31, 32].
Systems such as Boxify and MOSES introduce container-
ization and multi-persona environments to isolate applica-
tion execution contexts and restrict inter-app data flows [30,
31]. TaintDroid-inspired extensions [33] and SEAndroid-based
policies [34] further enforce isolation boundaries across appli-
cation components. These approaches reduce the attack sur-
face introduced by overprivileged applications, but typically
operate at coarse granularity (e.g., app or container level) and
do not directly address fine-grained, function-driven inter-app
collaboration.

Taint analysis and information-flow tracking. Dynamic and
static taint analysis techniques have been widely adopted to
detect privacy leaks in Android applications [35, 36, 37]. Taint-
Droid provides real-time tracking of sensitive data flows across
app components and system interfaces [33], while FlowDroid
and Amandroid extend this model with static analysis to iden-
tify potential data leaks at scale [38, 39]. These systems offer
strong visibility into how data propagates within and across
applications, but they are primarily detection mechanisms and
do not enforce access-control policies, leaving a gap between
identifying and preventing cross-app data misuse.

Discovery-layer measurement and installed-app fingerprint-
ing. Closest in spirit to our §1II measurement is a line of work
showing that the set of applications installed on a device is
itself a high-fidelity identifier: Achara et al. demonstrate that
small subsets of installed apps uniquely identify individual
users [40], and Kurtz et al. extend this to device-level fin-
gerprinting from personalised configurations [41]. Practitioner
reports have further documented the persistence of overbroad
<queries> declarations after Android 11 [4]. Our work
complements this literature by providing a large-scale aca-
demic measurement of the post-Android-11 <queries> dis-
covery surface, connecting observed query patterns directly to
the T1 profiling threat.

Inter-app communication security. A parallel literature stud-
ies the security of Android’s control layer at the intent
level. ComDroid [42] and Epicc [43] statically analyse inter-
component communication (ICC) to identify intent-hijacking
and ICC-mediated vulnerabilities, and XManDroid [44] miti-
gates privilege-escalation attacks that arise from uncontrolled
inter-app collusion. These systems target individual IPC vul-
nerabilities rather than the SDK-mediated control plane App-
Scopes addresses, and they pre-date the migration of cross-app
authority from OS permissions into SDK-internal credentials
— the gap that motivates our work.

In contrast to prior work, which either analyses individual
mechanisms (taint tracking, ICC static analysis) or isolates
at coarse granularity (apps, containers, libraries), AppScopes
introduces fine-grained, function-driven enforcement over the
cross-app interaction graph itself. This complements existing
techniques by providing an enforceable control layer over
SDK-mediated collaboration rather than analysing or restruc-
turing individual applications.

X. CONCLUSION

We studied Android’s app-collaboration layer by decom-
posing it into discovery (which apps could be identified)
and control (how apps could act on others). We measured
9,539 popular Play Store apps and found widespread over-
broad discovery: many apps listed large, unrelated target sets
via <queries>, enabling high-fidelity device fingerprinting.
Our analysis of collaboration SDKs showed coarse-grained,
credential-based privilege models that lacked per-target access
control.

Motivated by these findings, we designed AppScopes and
introduced collaboration scopes as a first-class primitive for
governing cross-app interactions. We implemented a Knox-
based prototype and evaluated it across three device genera-
tions. AppScopes shows minimal latency overhead (/=30 us per
call on recent hardware, ~0.2 ms on older devices) and negli-
gible memory footprint (=28 bytes per wrapper). Our results
demonstrate the practicality of enforcing function-driven, fine-
grained access control for SDK-mediated collaboration. Full,
mandatory enforcement would require integrating scope checks
into the Android framework, but AppScopes provides a con-
crete, enforceable control layer and a two-layer decomposition
of the collaboration surface to guide future platform changes.

Al DISCLOSURE

We used Gen Al tools (such as Claude and Gemini) to
assist with developing our research prototypes. The tools de-
veloped were instrumentally used to perform data collection
and analysis (in Section III), implementation, and evaluation
of our access control mechanism (in Section VII). The authors
verified the correctness of all tools by manually cross-checking
all produced results. We also used Claude to help polish the
paper draft. Authors prepared the initial draft of the entire
paper and minimally used GenAl tools to polish the writing.
Any generated content was carefully reviewed by the authors
for accuracy.
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