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Mobile devices are now audit-critical systems.

● Considered a critical security endpoint that require constant monitoring.

● Audit logging is essential for post-hoc security measures.

● Regulatory frameworks require audit trails and forensic visibility from end devices.
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Lyons, Allan, et al. "Log: It’s Big, It’s Heavy, It’s Filled with Personal Data! Measuring the Logging of Sensitive Information in the Android Ecosystem." (USENIX Security 23)
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Problem : PII Leakage in Device Logs.

PII leakage in device logs is prevalent across manufacturers, devices, and OS.
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Tradeoff between privacy and utility.

● PII data is present in the logs. What can we do about it?

● Approach 1 : Redact all sensitive data.

● Approach 2 : Sanitize logs through anonymization or removal.

● Post hoc or a priori?
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Existing approaches : Microsoft Presidio.

● Current SOTA approach most widely used in production.

● Post-hoc model run by data aggregators after exfiltrating data from devices.
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Requires trust on the entire data collection pipeline. 
Vulnerable to an honest-but-curious observer.

http://progress_bar_id


Existing approaches : OpenAI Privacy Filter.

● On-device SLM that detects and redacts PII data from logs.

● a priori mechanism, protects PII at the source.
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Aggressive sanitization can break linkage analysis. 
Did “Private_Person” go into Chamber of Secrets?
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Key Insight : Correlation not disclosure.

● Event timeline reconstruction is essential for forensic analysis.

● Redaction prevents data disclosure but breaks log fidelity for correlation.

Simple hashing or Pseudonymization also does not work. 

“Harry Potter” → [Person] Redaction, loses fidelity for correlation

“Harry Potter” → [a3bf450] Allows correlation, but can break anonymity.
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Key Insight : Correlation not disclosure.

● Event timeline reconstruction is essential for forensic analysis.

● Redaction prevents data disclosure but breaks log fidelity for correlation.

“We can just use simple hashing.” or Pseudonymization. 

“Harry Potter” → [Person] Redaction, loses fidelity for correlation

“Harry Potter” → [a3bf450] Allows correlation, but can break anonymity.
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How do we balance disclosure while enabling correlation?
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Proteus : Privacy-preserving logging framework.

● Transforms sensitive data before it enters the device log.

● Preserves search, debugging, and forensic fidelity of logs.

● Prevents plaintext exposure of PII across log exports.
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Proteus layer

Detect and encode PII data Search and correlation
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Proteus : Log processing pipeline.
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Detect PII 
elements

Pseudonymization 
using key K

Derive daily encryption 
key (K_exp) using ratchets

Generate PII 
ciphertext using K_enc

3cb3f90a

Harry 
Potter

Logs only contain the ciphertext. Pseudonym is secured locally.

Preserves forward secrecy
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Proteus : Log reconstruction pipeline.
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Request for 
controlled  
disclosure

Provide ratchet 
state of day t-n

Derive daily decryption 
key (K_exp) for n days from 

t

Generate PII 
pseudonymized text 

from ciphertext3cb3f90a

man-12

Controlled disclosure reveals the pseudonyms used but not the actual PII.

http://progress_bar_id


Evaluation : Bulk processing.
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Evaluation : Bulk processing.
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Overheads due to encryption is minimal, and in some cases optimal.
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Evaluation : On-device measurement.
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Evaluation : On-device measurement.
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Performance across representative hardware shows identical bottlenecks – detection and 
replacement of PII values and key derivation.
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Takeaways

● Mobile devices are audit-critical systems. Increased logging exposes user 

privacy risks. 

● Proteus presents a practical framework for protecting sensitive data in logs, 

while preserving full log fidelity.
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